RISK ASSESSMENT
APPROACH & TOOLING

HOW TO EXECUTE AN RISK ASSESSMENT ?

Risk assessment plays a key role in the risk management process. Managers and staff have to think of the
potential risks which may occur in their responsible area. The assessment process is usually not very
obvious and standardized. A well-prepared risk assessment process will contribute to the quality of
outcome and satisfaction among the risk assessors. In our practice, we have gained experience over the
years and developed a way of working that guarantees the best results. This methodology can be used for
initial assessment, but also for re-assessments. For any (re) assessment it is important that the risk
managers defines goals and scope for the assessment. Depending on the objective, one may select the
most appropriate approach for the assessment process. There is no single approach that fits for all.
Moreover, risk managers must not forget the attitude differences among managers. Some emphasizing
strong adherence to policies and controls, while others emphasize flexibility. In the table below, most
common risk assessment approaches are listed:

Assessment Approach ‘ Description

Objective Based Assessors investigate potential risks that are linked to the applicable
objectives for the business activities under investigation. This is in line
with the COSO approach. We suggest to apply this approach for
strategic risks rather than operational risks.

Risk Based Risk based assessment is the most ‘open’ approach. Via brainstorming
in workshops the most important risks and missing controls can be
investigated. Although this methodology assumes a certain freedom, it
is often wise to feed the assessment with relevant data. Root-Cause
analysis can be used for more sophistication.

Process Based For operational risks, the process based risk assessment is usually the
best fit. It is a prerequisite to have the process flows available. Focus
on most important processes with high risk profiles is preferred in
order to avoid too detailed analysis which may result in overkill in risk
data.

Control Based This approach becomes more and more popular with the upcoming of
many standards and best-practices. Rather that the risk itself,
presumed active controls are the of investigation. Control frameworks
like COBIT 4.1, FIRM, 1ISO27002 etc. have prescribed controls which
should be in place. Questionnaires can be very useful. This approach
has limitations since the focus on the lists may exclude risks which are
not on the list.

Scenario Based Enterprises operate in a dynamic environment and the risk profile
changes over time. It is very helpful in case the enterprises foresees
significant changes to perform a scenario based risk assessment (e.g. in
case of anticipated merger, start for new project or product launch,
changed circumstances in environment.)

A successful Risk Assessment approach requires a well-
thought methodology. ARTENA can help you with an
approach that fits the best for your organization.
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RISK ASSESSMENT
TOOLING

TOOLING FOR RISK ASSESSMENT

Risk assessments can be performed individually or in group. For group assessments, the participants equally
contribute to the overall risk scores. With the module Risk Assessor of CERRIX, the risk manager can
prepare the risk assessments workshops. He can prepare a few statements/questionnaires and request the
assessors to score them for impact and likelihood. Comments and relevant documents can be added
optionally. This give the participants personal time to evaluate the pre-defined topics. The results of all
assessors can be used for input in the group assessment. Significant deviations in scores will require extra
attention. During the risk assessment meeting, the assessors can rate the risks/controls again, also those
risks that have been added during the workshop. With laptops, the risk assessors can (re) assess the
risk/control list and the results will return immediately.

This way of working is more efficient that the use of voting machines, since it supports the process all the
way and is not limited to the workshop itself. The Risk Assessor is a full web application. Risk Assessors
can execute the (pre) assessment from anyplace. The outcome of each individual assessment can be stored
and used in a subsequent re-assessment. There is no doubt that this will improve the efficiency!
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